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ARUBA CASE



ARUBA THE ISLAND

À106.000 inhabitants

ÀTourism is most important economic pillar

ÀExpected to rise to 94% of GDP in 2025

ÀIS/IT development as enabler for financial services, entrepreneurs and tourism

ÀMicrocosm ecosystem

ÀLogistical hub importance (e.g., harbor, airport, financial services)

ÀGeo location (e.g., EST time zone)

ÀGood reputation for Safety is crucial to keep tourists returning 



RESOURCES: A CYBER CHALLENGE

ÀTechnological and human resources are 
constrained

ÀLarge span of responsibility for each 
stakeholders

ÀLack of operational team dedicated to cyber 
security

ÀLack of effective communication

ÀWork overload: Human processing capacity

ÀTime constraint



HRO: NEED FOR IX

The Banking and telecom sector are front runners in cyber intelligence sharing on 
the island. 

Ȱorganizations that operate hazardous technologies in a nearly error-free manner 
ÕÎÄÅÒ ÔÒÙÉÎÇ ÃÏÎÄÉÔÉÏÎÓ ÒÉÆÅ ×ÉÔÈ ÃÏÍÐÌÅØÉÔÙȟ ÉÎÔÅÒÄÅÐÅÎÄÅÎÃÅȟ ÁÎÄ ÔÉÍÅ ÐÒÅÓÓÕÒÅȱ 
(p. 2). (Vogel and Stutcliffe 2007)



CYBER THREAT

Ȱ.ÏÔÈÉÎÇ ÓÔÒÉËÅÓ ÆÅÁÒ ÉÎ ÔÈÅ ÈÅÁÒÔ ÏÆ ÔÈÁÎ ÏÒÇÁÎÉÚÁÔÉÏÎ ÌÉËÅ ÔÈÅ ÔÈÏÕÇÈÔ ÏÆ Á ÄÁÔÁ 
ÂÒÅÁÃÈȱ ɉ6%2):/.Ɋ

ÀSandbox effect (e.g., mother country) 

ÀBandwidth increase (e.g., fiber)

ÀDigital literacy is relatively low (e.g., too many computers, phone and too little 
knowledge)

ÀLocal policy and legislation is trailing (e.g., data breach not in place)



CONSTRAINTS OF IX

ÀRisk of exposure

ÀLack of centralized information system

ÀLack of a trusted community

ÀLack of legal obligatory pressure

ÀUnwillingness to collaborate

ÀFears of liability

ÀFears of impact to reputation

ÀLack of standards to communicate information
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WHAT ARE WE DOING THEN?

ÀDefine Cyber defense strategy 

ÀSupervisory framework -Policy Paper on TRM -
Highlights

ÀLocal efforts 
ÀNational Cyber Security Task Force 

ÀISAC for local critical infrastructure

ÀRegional initiatives 
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CBA CYBER Defense VISION

ÅCBA has modern, resilientinformation systems that complyto the TRM policy 
paper, SWIFT CSP, NIST andis a drivingforce in TIBER-AW, whichbuildson 
regionalthreat intelligence.

ÅDe CBA elevatesits cyber resilienceposturein 2020 basedƻƴ ΨōŜǎǘ practicesΩ by
means of continuousimprovementof its cyber resilience.



Strategic principles

Continuous 
improvement

Modern resiliency

άǊƛǇ ŀƴŘ ǊŜǇƭŀŎŜέ 

Security by design ς
Monitor and Measure

Knowledge 
Management



MEERKAT/ SURICATA 

Suricata ĄCreation of monitoring rules

Great natural spies

Eat nasty (technical) bugs

Live in clans or gangs (International 
Threat intelligence sharing communities)
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From Cyber Situational 
Awareness to Cyber  
Defense 
CYBER PHYSICAL RING



CYBER IN THE NEWS: 

ÀWANNACRY ÀNo billing for one 
month

ÀOnly company who 
reported it

ÀScarcity and critical 
infrastructure

ÀMIM attack vectors

ÀSMS Scams 



Trend in Global Cyber Defense strategies 

Å¢ƘŜ ƴŜŜŘ ǘƻ ǇǊƻǘŜŎǘ ƻǊ ŜƴƘŀƴŎŜ άǎƛǘǳŀǘƛƻƴŀƭ ŀǿŀǊŜƴŜǎǎέ

ÅStronger structure for confidential information sharing and analysis

ÅEffectiveanticipation and analysis of the environment in order to make 
appropriate decisions

ÅMonitor and provide mitigation advice on cyber threats, and coordinate, and 
coordinate the national response to any cyber security incident



Cyber Situational Awareness

Technology focus: compiling, processing and fusion of data

Cognitive focus: human capacity of being able to comprehend the technical implications and 
draw conclusions in order to come up with informed decisions (and enhance sensemaking).

Cognitive focus is thus interesting as this can differ per human per task, yet it ultimately defines 
your cyber defense response.

Both process built upon a foundation of (fusion) data  



CSA: [Suspicious Indicators]

Cyber sensor: IDS alerts, SIEM, IPS, 
Firewalls etc..

Traditional sensor :Human 
intelligence, Insider leaking 

information, Information Exchanges

Physical sensor: Natural events, 
Power outages, Acts of God etc. 





Recent Developments in attack vectors 
that affect network defense




