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1. Introduction

Estoniabds use of modern information and co
and governance has placte country at the forefront of statélsat are aiming to

modernize their public sector and providansparent governancBlumerous online

public services are available tBstoniancitizens and residencencluding digital

identification, digital signatures, electronic tax filing, onlmedicalprescriptios and,

ultimately, internet voting. Driven by convenience, most efsérvices offer efficiency

in terms of money and time saved by the users as well as public officials. For example,

selling a cam Estoniacan be done remotely with less ttgiminutes, filing an online

tax declaration takes an average person no marefibe minutesand participating in

elections by Internet votingkes 90 seconds on average

In addition to the number of online public services that governmental offices offer to
their 6customer so, they are indBigtal wi dely
identification, the foundatia building block of modern digital democracy, is

compulsory for all citizens and in 2014was used more tharO8nillion times for

authentication an@5 million times for digital transactions. Ninety fiyeercentof all

incometax declaratios are filed online, and every third citizeonted online in the last

two elections.

Regarding user level attitudes and behavior, survey evidence suggests that
governmental online services are regarded as trustwanthyediable Citizens expect

their provision and governmental offices see their onlineg@nce not as a choice but

as a strategic aridevitable part of theiday-to-day operations.

Yet, surprisingly little i s ppddeveloppmenth at ex a
and subsequent supremacy in the field -giogernmentWhat is the foundation that

has facilitated the growth ofgervices and what is the impact oig@ernment on

individual as well aghe institutional level. Does it impact upon econgnoiutcomes

and bring about fiscal savings?

The purpose of this report is to analyze how and which policies, institutions,
technologies and other factors have contributed to the development of a vibrant e
government ecosystem in Estonia; Understand whisbkréces have attracted the
widest usage and render highest fiscal returns as well as efficiency to the government;
Investigate the impact of topservices on the digital development of the country, as
well as individual level behavior.

@)
Basic facts abut Estonia

After regaining independence in 1991, Estonia has become a full member of the
European Union and NATO (joined in 2004), OECD (since 2010), and the Eurozone

(since 2011). Estonia is a parliamentary representative democratic republic, where the
Prime Ministe is the head of the government.

According to 2011 census 1.29 million people live in Estonia, which is 5.5% less than
in 2000. About 54% are female, 68.7% define themselves as ethnic Estonians, 24.8%
as ethnic Russians and 4.9% as of other ethni¢reésr to Box 1)



Box 1: Basic facts on Estonia (to be inserted where relevant)

Population: 1294 236

Area: 45 227 km

Currency: Euro (since 2011)

Capital: Tallinn

Administrative divisions: 15 counties, 213 municipal districts

including 30 towns and 18%arishes

Estonian economic growth was about 7% per year between &@DR008, which

placed it amongst the top three fastest growing economies in EU (increasing GDP per

capita from 45% of the EU27 average in 2000 to 67% in 2bB8hnomic crisis of

2008 did impact Estoniabds economy by decre
Since 2010 economic growth has turned positive agam2014 Estonian economy

grew 2.1% compared to 2014 and the economic growth in-201% is expectetb

hover around 3%.n 2014 Estonian GDP was 14 853 euros per capita which is about

73% of EU28 average.

2. Foundations of Estonian egovernment ecosystemdigital identification

Estoniads success i n conyvfastdnd forgmosbdsedi r pu bl
on the widespread use of electronic identification cards. Since 2002 about 1.2 million

of these creditard size personadentificationdocuments have been issued allowing

citizens to digitally identify themselves and sign docota@r actions.

ID-cards are compulsory for all citizens and they are equally valid for digital and
physical identification. Due to their convenient Jitteey fit better into a regularailet

than a passporthey areoften used as the only identificaiodocument that people
carry around Physically, they are valid for identification in Estonia, but more
importantly, they are also valid for travel in most European countiiess, in addition

to their primary functionality digital identificationi ID-cards are effectively used as
replacements for traditionalentification documentésee Figurdl).

1 http://estonia.eu/abowtstonia/economg-it/a-dynamiceconomy.html
2 https://www.eestipank.ee/en/press/egsinkraisedits-forecasteconomiegrowth-yearandlowered
its-forecastnextyear23092014



R EESTI VABARIIK SIKUTUNNISTUS
k2o REPUDLIC OF ESTOMIA JDENTITY CARE

%g e
MANNIK
=r= MARI-LIIS
NIF
wl L ~ EST o~

20.02.1973
« 47302200234 -

IUGLM}Z: ,’% A3051479
MW 04.10.2011 ~

Figure 1 Estonian electronic H2ard

The digital functionality of aniD-card isbased on aelectronic chip anghetwo pin
codessupplied with the cardBy using a smart card reader and a computer connected
to the internet, citizens can use two core functionalities provided by thartD both

of which areessential to the development@fjiovernment personal authentication
(related to the PIN) and dgital signaturgrelated toPIN2).

The first pircode allows citizens to authenticate their identity so that the corresponding
e-service knows the identity of the user. Thiafsst step that provides basic enabling
infrastructure to provide persormdd services and information via online means. Many
services run entirely on authentication only basis, i.e., reviewing individual health
records, checking the validity of car insuranme reviewing the list of political
candidates i 0 t distriétsThesecond pircode is used to sign documents or approve
transactions online. For example, acquiritig insurance policy, confirming the
submission of the tax declaration, or casting a vote in elections.

Functionally it is important to distinguish betweenhantication and signing as they
enable different kind of services. Internet voting is perhaps the best example to illustrate
the difference. When voting online, citizens download a voting application to their
computer and upotiherequesfrom the systenmave to first identify themselves using

the ID-card and the first pieode so that the voting system knows who is behind the
computer. Next, the system checks whether the voter is eligible to vote in these
elections and if affirmative, displays a list ainolidates in her distri¢Eigure2: A).

This is the part of the service that uses the authentication functionality of the digital ID
card and allows eligible voters to browse between political candidates. No digital
signature is required thus far. Howeverorder to cast aneote, the second picode

T the signing function- wi | | be used to confirm votero
transactional part of the citizestate communication. When inserted correctly, the
electronic vote is sent to the server amitl be counted at an appropriate time as
prescribed by the procedures of online votiRgure2: B).
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Figure2. Screenshots of Estonian internet voting system. Side A: the list of
candidates displayed to the user after checkingligiility using the authentication
part of the digital ID (pin 1). Side B: confirming the vote choice by using the

transactional part of the digital ID (pin 2).

The difference between authentication and transaction is pivotal as in virtually all

aspectof public eservices depending on the nature of serviagsgrsare required to
usethe digital ID either for authentication, digital signatures or bétlvery similar
exampleis applicable to online banking, wherestomerdirst use their first pin cde
to enter their account, check the balance, browser their assets and so on. However,
shouldthey intend to makeneactual monetransfer (a transactional part of the seryice)

the second pin code is used.

The major institutional precondition for digital identification is the national

identification system, which helps to uniquely identify Estonian residents; and the

Population Register that is the largest central data repositoryefeornmal data and

family events.

Legal frameworland safeguards for dagarotection, privacy and security

In addition to technlogy and architecture, Estoniangevernment ecosystens

strongly regulated by legal instruments that provide framework for security and

protection of the personal data stored witRiopulation Registr and other relevant

government data repositoriedointly these norms regulate the process by which

institutions, individuals and companies can request and receive access to information
stored in government databasexl thereby build new publiceervies by using the

informati on

already.

stored

n

stateods

The legal framework islesigned to work seamlessly with the technological solsition
of eegovernmentFor example, when a new publiservice are developed it is legally

not permitted tadesign systems that store the same data in different repositories. In
ci t i z e rPopslatiandregisteiswillbe or ed i n

practical terms it means that i f

retrieved automatically for checking her eligibility for voting, driving, eteot
collectedadditionally by the system of internet votir§mplified examplethough it

dat a



may be it shows how information stored in one repository can be reused by another.
Mor eover, Est oni a otsprolibitdiol establishsepdrate rdatedaseso n
for the ollection of the same datén practice it means that state institutions cannot
repetitively ask for the same personal information if it is already stored in any of the
data repositories connected to thé&kiadi a data exchange platform that connects all
e-governance application$his is an example of interconnectedness between enabling
technologies and regulatory acts designed to work for a commoin getkr citizen

sate interaction.

The following norms are most relevant in regard to Estonigovenance and jointly
provide the foundation for the entire range of application developmatat protection
and security issuen the realm of egovernance.

Tablel. Legal norms providinthe institutional backgrounfdr Estoniane-

governance
Act or Decree Brief summary
Personal Data The aim of this Act is to protect the fundamental rights

Protection Act (1996) freedoms of natural persons upon processing of per:
data, above all the right to inviolability of private life. Tt
Act provides for: 1) he conditions and procedure f
processing of personal data; 2) the procedure for the exe
of state supervision upon processing of personal dat
liability for the violation of the requirements for process
of personal daté.

Public Information The purpose of this Act is to ensure that the public and €

Act (2000) person has the opportunity to access information intel
for public use, based on the principles of a democratic
social rule of law and an open society, and to cr
opportunites for the public to monitor the performance
public duties’

Population Register This Act provides for the composition of data in i

Act (2000) population register and the procedure for the introduc
and maintenance of the population registercessing of
data and access to data in the population register, en
data on residence in the population register and exerci
supervision over the maintenance of the popula
register®

Digital Signatures This Act provides the conditions necessary for using di
Act (2000) signatures and digital seals, and the procedure for exerc

3 https://www.riigiteataja.ee/en/eli/522122014002/consolide
4 https://www.riigiteataja.ee/en/eli/512112013011/consolide
5 https://www.riigiteataja.ee/en/eli/514112013001/consolide
6 https://www.riigiteataja.ee/en/eli/516012014003/consolide

AcC



supervision over the provision of certification services
time-stamping services.

Electronic The purmse of this Act is to create the necessary condit
Communications Act for the development of electronic communications
(2004) promote the development of electronic communicati

networks and electronic communications services witl
giving preference to specific technologji@nd to ensure th
protection of the interests of users of electrc
communications services by promoting free competi
and the purposeful and just planning, allocation and us
radio frequencies and numberitg.

Usage of digital ID

Given the fact of how fundamentally digital ID is linkexthe public online services,

our next question is to investigate how frequently it has been used and what is its pattern
of diffusion in the societ¥ In order answer this question we acquired agedog-file

dataon the usage of digital ID over tinfe.

The digital ID project started already as early as in 1998 when Estonia had sought
solutions on how to digitally identify their citizens. By 1999 a viable project in the form
of current IDcard was proposed and the legal framework to enable digital idatith

was set up in the following years. In 2000 the Identity Documents Act and the Digital
Signatures Act, the two most i mportant
passed in the parliament. The first states the conditions to which@dnhust adhere

to, but most importantly states that thed&xd is compulsory for all Estonian citizens.
The latter, states the conditions for a sgdgerned certification registry, which is
fundamentally linked to the functioning of the digital-dard.

Following these eventshe first ID-cards where issued in January 2002. Since then
about 1.24 million of digital IBcards have been issued. By end of 2014ligital ID-

card has been used ab8&d6 million times for personal identificatioand 157 million

times for dgital signaturesAn average annual growth rate overykears (from2003

to 20M) amounts to about.4 million authentications, and aboub3nillion signatures

per year. In other words, the growth rate for digital identification is about two times
more rapid than for signaturesuBhe growth in IBcard users has been all but swift
andinstantaneougsee Figure3).

7 https://www.riigiteataja.ee/en/eli/530102013080/consolide

8 https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/501042015003/consolide

9Wethank Liisa Lukin and Tanel Kuusk of Certification Center for their assistance and help in
acquiring the usage on data on digital ID.
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Figure3. Growth ofdigital authentications and signatures over time (from August
2003 until March2014)

When the project started in 2002 the electroneaus di gi t al | D6s remai
almost 5 consecutive yealss seen from the graph, the situation changeat@?007

after which the usage of tBardsstarted to grow rapidly reaching atl time high in

2015.Why did it take so long and what triggered the sudden growth in 2005?

In order to respond to this question, we need to understand the context in stbitia E
wasin early 2000s In the beginning of the new millennium less than one third of
Estonians had used the Internet. A study about digital divide, carried out in 2002,
characterized Estonia as a country with relatively few internet users, limiteskdoce

the computers and a growing, but still not sufficient number of public internet access
points (Kalvet, 2002)Peoplestill could not afford computers or internet connections

in their homes. However, the major obstacle to make use of new technadsgiesed

by the study, was not the lack of infrastructyper se but the lack of skills and
motivation (ibid). As noted by the authors of the study

AThe main barrier in Estonian society 1I:
the Internet are noassociated with personal needs. It is believed that
Acomput er s a Kakul & Kalvet,f2@02: 9)me 0 0 (

Indeed,the beginning of 2000sharacterizeEstoniaas a society with gaping digital
divide and it was, effectively, disconnected societylhe low usage of IDcards
throughout 2000 reflecthis situation appropriately.



Solution

Although the problem of a digital divide is primarily a societal one, the solution was
provided from a rather unexpected source: the private sector. Namely, the low number
of internet users armphperbased means adentification ofthe people turned out to be

an even larger concern for the banking #meltelecom industrylndeed, it was the
banking sector thavanted to replace the physical fiade cards with a moreliable

and secure way of identifyirtgeir customers; and it was also their interest to move the
bulk of financial transactions out of their physical offices onto digital reBkoause

the banking, as well as the telecom sector had prospered when edntpasther
industries at the time, they also had financial means to support the larger vision on how
to help the society in raisingwarenessni modern information and communication
technologies

Several coinciding event dgnthedevglopmestoftbg of st :
card, telecom and banking industryds conce
attempts to digitize countryds edW¥cati onal
provided fertile ground to one of the largest pulplitvate partnership projects in

Estonia to this day the Look@World project.

The goal of this project was ambitiqygt simpleto promote the spread of the Internet
among the population of Estoni/ith four foundersfrom the private sector (two
largest banks and two telecom companies) the consoinitiateda 40 million kroon
project over the course of two years (28@D2). As an outcome of this massive
partnershipmore than 100 000 individuals, i.e., about 10% of Estoradnlt
population,was taught taise and understand ICTBhe project raised the number of
public internet access poirftem 200 in 2001 to about 700 in 2004roughthe years,
the consortium worked hand-hand with the public sector and i2001 be
Look@World consortium members agreed to facilitate the widespread usecafdD
and later, in 2002, the private banks were given tife to deliver digital IBcardsin
their offices.

The involvement of private banks was pivotal with regard to the suot#ss ID-card

T both regarding societal awareness as well as the actual distribution ofFéestdand
foremost, their relevance lies in the unconditional support of theatd infrastructure

as a primary mechanism to identify its customers. If th&daould not have made a
strong case towairtthe support of théD-card and continued to advertise both the new,
as well as the old paper based-pode system, the transition would have take
considerably more time. More importantly, it shows that the dpmfaa new
identification mechanism is strongly related to the number of services that it supports
and makes available to people.

Il n particular, when people real pasendl t hat t
identification, that it was more secure and convenient, they had an actual motive to
replace old identification methods with the digitAl When income tax declaration

was moved online Estonian Tax and Customs Board promised a swift review of
declaratios and (if applicable) a quick tax return. In fact the tax returns for those using

10 Box: Tiger's Leapwas a governmental project that started in 1997 with the goal to substantially
increase the investmeninto the development and expansion of personal computers and network
infrastructure in Estonia, with a particular emphasis on educdathm primary outcome of the project
was the provision of Internet access and computer labs to all Estonian schools.



e-declarations watess than a month as compared to a typiealrBonth period for
those who submitted their tax declarations offli@ach incentives alongside with the
groming number of new -services provided a sustainable environment for the
increasing use of digital identification.

In other words, by using new digitized public services people gradually learned that
using their digital identity cards provides them withgacker and more efficient
channel to interact with private and governmental servigesuth in digital ID usage
does not operatthereforein isolation, but is clearly dependent on the amount of
services rendered to the pigdfior which digital ID is usd. Consequently, this explains

the low takeoff pace in the early years ofdBrd (see Figur8).

In order to demonstrate that the usage ofc#dds is indeed closely related to the
number of services provided, we also acquired data from the Estoniamaitifom
Authority ona number of data repositories used to render pub$ereicesFigure4

shows a strong positive association between the number of services (as measured by
the number of data repositories) and the number of personal digital authenticae

time span covered in the data covers the period between 2003 ahd 201

4 mil 6 mil 8 mil
1 1 1

Number of digital authentications
2 mil
1

o

T T T
0 50 100 150 200
Number of data repositories

Figure 4. Relationship between the number of
data repositories and digital authentication

As one can see until the'78ata repository the growth of digital authentications is very
slow and almost lineaFurther data examination showed thiz 75" data repository
was added to the Estoniargevernance ecosysteapproximatelyin the late 2007,

1C



which isincidentallyalsothe start of increasing number of tigy authentications in
Figure 3. From Figure,4ve can additionally infer that it takes considerably more than
just one, two or even dozelata repositories to be connected to the ecosystem of e
governmenbefore thespread of digital identification starts sarface

We believe that the lagged effect of-tiard usageés applicable to many other domains
in egovernanceand, thus constitutes a more universal law on the diffusion of
technology in the public sectdfechnological innovations do not jump from-usage

to full-usageovernight Instead, their spread is slow in the beginning, but when
managed appropriately, after certaeriod theirusageakes off and turns into rapid,
ofteninto exponential, growth.

However, digital identification is onlgnenecessary precondition for a functioning e

government. The second, as relevandigital 1D is related tenablingtechnological

design i.e., how to provide a secure and reliable technological environment where

different state institutionsre incentivizedto work together, share their data and
develop online servicekst oni a6s solution to this fundan
an X-Road, a data exchange layer that makes it easy for any institupablic a

private- to pushtheir services onlindn the next section, we look at the functional part

of X-Road and using the data collected by it, estimate its fiscal impact.

3. Foundations of Estonian egovernment ecosystem: the »Road

As technologyis the primary enablerof e-governancgthe critical questionis how to
ensuresecurecommunicatiorbetweerscatteredjovernmentiatabaseandinstitutions

that use different proceduresand technologiesto deliver their servicess Est oni a0 s
solution to this problan was to developthe X-Road, a secureinternetbaseddata
exchangdayerthatenables t a difierénginformationsystemso communicateand
exchangalatawith eachother.

X-Roadservesasplatformfor applicationdevelopmenby which any stateinstitution

canrelatively easilyextendtheir physicalservicesnto anelectronicenvironmentFor
example,f aninstitution, or a private companyfor that matter,wishesto developan
onlineapplicationit canapplyfor joining the X-Roadandtherebyautomatially getan
accesso anyof thefollowing servicesclientauthenticatiorfeitherby ID-card,mobile-

ID or theinternetbanksauthenticatiorsystemy authorizationregistryservicesgquery
designservicesto variousstatemanagedatadepositoriesand registries,dataentry,
securedataexchangelogging, querytracking,visualizationenvironmentcentraland
local monitoring, etc. Theseservicesareautomaticallyprovidedto thosewho join the
X-Road and they provide vital componats for the subsequenapplication design.
Therefore X-Roadoffersaseamlespointof interactionbetweerthoseextendingheir
serviceonlineanddifferentstatemanagediatasetandservicesThe conceptualogic

of the X-Roadis depictedn Figure5.

11
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Figure5. Schematic structure of-Road as a data exchange layer between
governmental and private services

Another important feature of-Road isits decentralizedature X-Road is a platform,

an environment, for efficient data exchange, but as#imee time it has no monopoly
over individualdata repositories that belotmthose institutions that join the-Road.
Moreover by its very desigiX-Road requiregvery joining institutiorto sharetheir
datawith othersif required and necessarjs such every joining institution, every
developed applicationanusethe data stored in other repositoraex] is even legally
encourage to do so in order to avoid repetitive data collection from the client side.
Because the data sharing enables developmenbrd convenient services than those
institutions would be able to pull of single handedly, this system implicitly incentivizes
the reuse of the data. The incentive works becsusle a collective process allows for

a seamless and more efficient user eigpeeand thus increases the interest, both form
state institutiongo develop digital servicegs well as individual$o reach out to the
State.

In addition to citizerstate interaction XRoad is particularly suitable for queries

involving multiple agenies and information sources. For example, checking the

vehicles registration data requiregsta retrieval from the population registry and

vehicle registryi the two unconnected data repositories. According to the State
Information Authority, the convential offline approach would require 3 police

officers working on the request for about 20 minutes. With th®axi, the entire

information retrieval is conducted by opelice officerwithin seconds. At the same

time, citizens are not even required to carryn e i r driving |license ¢
documents around, as the information system that the police uses, displays the status of

these documents in real time.

12



Similarly, but in more complex terms, Figugehows how many interfaces and datasets

are jointly working to provide parents with an optionapply for a parental benefit

As one can see, the citizen interacts with
(which is the access point to most of wernmental services); the civil servant (if

at all) works through the mini information system portal (MISP) and tHeoXd

provides the access to all relevant data repositories that are needed to for dne goal

process the parental benefit application

PARENTIAL BENEFIT EXAMPLE

CIVIL SERVANT:

= no need to check data
in different DBs

- no need to revise mountains
of documentis

CITIZEN:
. Zubm\tls :ppl\cat\ons mee Citizens' ep
« doesn't have to give data, portal

which is already known to IS

X-ROAD

Register of IS of Tax
Sgoclal Population lf of Ir-lenalth o
Insurance register nsurance o
Fund ustoms
Bosrd Office

Figure6. Parental benefit application system

Naturally, this open design is accompanied by rigid security medsatgentication,
multilevel authorization, higlevel log processing and monitoring, encrypted and time
stamped data trafficthe basic functionalities that are covered within the s&mycture

of X-Road.

As a resultEstonian state institutions are structurally incentivizejditothe X-Road,
simply because they can design services that would not be as efficient and convenient
to develop and maintaindividually.

The impact oK-Road

Our next task is to understand the fiscal impact-#&@oad. In other words, we seek to
understand hownany institutions have actually joined the -Roadto render their
services online, and one importantly, how many actual services are providedigiro
X-Roadto how many endisers?

11 Retrieved from: https://www.ria.ee/public/x_tee/Xre@ghnicalfactshee2014.pdf
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In order to respondb these questions, we acquinedevant timevariantdata on X
Road usage numbers frdBstonian Information System Authorify.We begin by the
guestion on how many services are offered-Road by low many institutionsFigure
7 displays relevant growth rates for serviesesl institutions that have joinedRoad
since 2003the data are aggregated on a monthly ba&sh reference, &/also plot
the number of data repositoriapon which thosaervices runbut we return to this
feature latemn the report

2000

1000 1500
1 1

Absolute number

500
1

o+

T T T T T T T T
01jan2002 01jan2004 01jan2006 01jan2008 01jan2010 01jan2012 01jan2014 01jan2016

Time

Institutions --------- Services — — — - Data repositories

Figure7. Number of institutions services and data repositories connecte®RtmX
(monthly data)

Let us being by ansidemmg the curve showing the growth of services over time.
Servicesinclude both, the actual erptoducts that citizens can use, but also those
services that, for example, public servants use in theita@dgy work. The latter may
include a policy officer retrieving information from population registry in checking

0 n evéhicles registration, or a law office clerk checking your property ownership.
Thus, the number of services does not reflect the actual number of those services that
we think of as part of-government but alhteractiors between systems that exchange
information in XRoad in order to runertain applicatios(the endproduct).

We would prefer, naturally, reporting the amount of actual applications avditaible
citizens but those are unfortunately not logged by the system, so we have to rely on a
proxymeasuré servicesAccording to Figurd thetotal number of services has grown

2We thank mr. Hillar Aarelaid for his assitance in extracting the data from the log storage server and
making it available for machine processing.
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from aound 40 in 2003 to more thand® in 2015. An average annual growth of
services amounts to abdl®21services:?

The growth of institutions follows a similaretnd at theslightly lower level.X-Road

had only about 10 institutions offering their services in 2003. However the number
grew quickly to almost 900 by 2@1Notice that the number of institutions includes
both public institutions at the central dondal government level and private companies
The share of public institutions was about 71 per cent in.2014

Also notice the two periods where the number of joining institutions have grown very
quickly (one in 2006 and the other in 2009). Those are uhkmmes otwo extensive
communication campaigmlirected to public institutionand citizengo encourag¢he

use ofEstonian egovernance systeniThe annual growth of institutions &bout86,
meaning that with every advancing year since 2003, on gegé institutions have
joined the XRoad torendering their services online.

Finally, we can also observe the number of data repositories that are connected to the
X-Road. This is a very interesting characteristic to look at, because data repositories
are the key building blocks for final products (the applicatiohspe sure, the number

of data repositories does not equal the number of services, because one can build several
services on one data repository and even more when interacting multgséoges.

Figure7 demonstrates that the growth of the number of data repositories is quite modest
when compared to those of the growth of institutions and services. Indeed, in 2003 only
18 databases where connected to thRo&d. From there onwatte growth has been
stable but quite small, only aboui databases per year. The highest pgakin 2014

when 213 data repositoriesvere connected to -Road However, what makes the
growth of datasets more interesting thdher components of-Road is indeed their
enabling nature, i.e., in itself the dynamics of data repositories is not particularly
interesting, but because they provide the foundation for application development, their
association wittactual usage of ;Roadservices iextranely relevant.

Thenextstep in understanding how much time and mondyo&d helps to save is to
look at the number cdctualendusers making use of services provided through X
Road.Figure8 achieves to illustrate the growth of easlers over tim¢aggregated to
annual basis)

B Linearestimation obtimed by regressing the time on the number of services.

15



Number of end users
1000000 1500000 2000000
| | |

500000
I

o

T T T T T T T T T T T T
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014
Year

Figure8. The growth of endisers in XRoad over time
(period covered from January 2003 uitdcembef014)

We observe the growtaf endusersfrom around 30 000 in 2003 to slightly over 2
million in 2014. An annual estimated growth rate of-eisdrs is about53000, which
translates into the growth dfl endusers per month over the course of last twelve
years'* The fluctuations in user numbers (sharp peaks in absolute numbers and waves
in smoothed averages) reflect the impact of public information campaigns that
encourage citizens to use specifisegvices at specific time periods.

Fiscal impact of XRoad

Our next task is to understand the fiscal impact eRdad. he besproxy measure to
this end isthe number of queries that have been maidbkin the X-Road.Queries
between different systendemonstrate the actual bloodstream eR#¥ad because
every query is a point of interactidimat substitutes conventional services and thus has
the potential to save time and monEigure9 demonstrates the growth of queries over
time.

M Linear regression estimation obtainedrbgressing time on the number of users.

16



200 mil 300 mil 400 mil
I

Number of queries (absolute number)
100 mil

o

T T T T T T T T T T T T
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014
Year

Figure9. X-Road 6 s bl oodstream: t heroadumber of
(personal and system queries combined).

There are to important inferences that can be made on the basis of F-i§ust, as
shown with the growth of IEzards in earlier sections of this report, tihenber of
gueries does not jump high immediately after the kickoff-¢toad. Quite the contrary,
it takes several years before the number of queries start to visibly increase.

However, the growth, albeit its slow starthe beginning, reaches a painearly2010
when the number of queries rapidly burst to more than double of its prexatues
Mathematically, it is often referred to as a form of a-hoear growth rate in a form of
an exponentiafunction. It is the more surprising, becaasg other parameter that we
have looked at before (the spread ofd&rds, institutions, data repositories, services)
growsalmostlinearly.

Next, an interesting association appears between the number of queries and the number
of databases connected teR¢ad. As mentioned earlier, databases are the nuclear
entities of an effective-government and allow buildingservices in the first place.

The more data repositories connected tRoad, the more services can be built. The
guestion is how many actual €jies one gets per connected database and how are the
growth of data repositories related to the growth of queries?

These questions are relevant for any country looking for ways to digitize their public
services with the aim to attract the widest possinidience. Figurd0 provides the
answer to this question. First, it shows that the number of data repositonigigliy

only modestly associated with the growth of quefinedice that the data are aggregated
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to a monthly level) Until the 50" dataset the cm@e in queries remains marginal.
However, from the S0repository onwards the growthrnsto exponential.

Effectively, this isthe evidencethat building an effective -government does not
happen over night. Instead it will take time aadobve all, hinge on the number of
separate databases that can be incorporated to the kind of a system likRdahd X
upon which institutions can subsequently start building tedt productdor users
The discrete threshold fgrowth appears &0 dat repositories.

40 mil

30 mil

Number of queries within X-road
10 mil 20 mil

T T T T T T T T T
0 25 50 75 100 125 150 175 200

Number of data repositories connected to x-Road

Figurel10. The relationship between the number of queries in
X-Road and the number of data repositories connected to it.

Coming back to the nominal growth of queries made within t#iRoAd we can make
inferencesabout the potential fiscal impact & s t 0 n-gosednmenteecosystem
According to Estoniainformation Authoritysystem aboubne third of all queries are
those conducted between individuals, i.e., citizens and public offithsdstake this
approximaton aspoint of departure and argue that every query (i.e., interaction within
the Estonia @government ecosystem) replaces physical citi&tate interaction with

the virtual one. We further argue that every interaction replaced saves time, both from
the dtizen as well as the public official ultimately yielding a time saved. Conversely,
that time would not have been saved in the absenceRiaXl and -@overnance.

In order to calculat¢he plausible fiscal impact we assume that every query saved 15

minutess o f ¢ i t CoasEleridgghatithe tme cost involves coming and going to
the state institution, locating the relevant public official, booking the time and queuing
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(if necessary), we are confident that the 15 minute -8eneng is a conservative
measure. Next, assuming that the time saved was indeed 15 minutes we can further
extrapolate the tim#hat was saved based on the number-8f0&ad queries at any given
year. For example, in 2014 the annual of huttahuman queries was approximately
113 million. It means that if every query saved 15 minutes a total of 2.8 million hours,
or 3225 years of time was saved. The comprehensive and intuitive interpretation of this
number would posit that a time saved byR&ad in 2014 amounts to 3225 people
working @ntinuously 24/7 for one year. Figuté displays the corresponding values

for each year since 2002 and further illustrates the-saveng curves for alternative

time saving scenarios, i.e., assuming that instead of 15 mintRsa¥ only saves 5
minutes, or as much as 30 or 60 minutes. Becé#useis the only assumption in
computing the potential fiscal impact ofRoad and there is no opportunity for an
empirical validation we believe that calculating alternative scenarios best describe the
potential of Estonia-government ecosystem.

Time saved (in years)
6000 8000 10000 12000
1 1 1 1

4000

2000
I

0

T T T T T T T T T T T T
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014
Year

5 min saved per query 15 min saved per query

30 min saved per query 60 min saved per query

Figure 11. Time saved(in years)per year due to the availability of publieservices

How to read guide: For example the red line assumes tRatagl saves citizens 15
minutes. In year 2010 it is at about 2000 years saved, which means that the time saved

is gpproximately equal to the amount of time when 2000 people would work for one

full year 24/7 (or conversely, if one man would work continuously for 2000 years).

Although there is no empirical validation available, we argue that it is reasonable to

expect hat time saved by -Road is between 5 and 60 minutes. In such a case the
representative meamlue is in all likelihood close to 30 minutasd the corresponding

fiscal impact can be interpreted accordindiiptice, that the entire annual budget of

20140ft he Stateds I nformati onRoadwasaboudl?y (t hat
million - a fractionof what was actually saved in time for citizens in 2014.
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Naturally, one should be cautious of taking this impact estimation at face value. Several
factorsfor which no data are available can influence time savings in both directions.
That said, we believe that it is a simple, powerful, yet a fairly conservative assessment
of the tangible fiscal impact ofgovernance.

In the next section we depart fraiRoad as an enabling technical infrastructure for
application development and explore one of the most tangible forms of «staden
interaction in the realm ofgovernancé the internet voting.

4. Internet voting

Since the restoration of independentaugust 1991, Estonia has held 17 elestain

the local, national and European levalgith the population of about 3.million
(according to the 2011 census) the sizeéEsfonian electorate is below 1 millign
depending on the type of electiffable2). The size of Estonian electorate varies due

to the fact that nowitizens are eligible to vote in lochut not in national elections.
Turnout levels are comparable to other European countries, which, together with the
institutional developmeneconomicfreedom and low levels of corruptions, EU and
NATO membership as well as the Eurozone, have made Estonia a consolidated and
developed democracy.

The majorglobal innovation in voting technologies is the introduction of remote
internet votingSeveral countries, including Switzerland and Canada have piloted and
effectively used means of internet voting. Howestonia is the onlgountryin the

world thus farto offer its citizens a statewide opportunity to cast legally binding votes
over theinternet.Since 2005, Estonia has used a total of eight electibiise local,
national and European legelvhere people can cast their votes on{neéer to Table

2).

Table2. Elections in Estonia since 1992

Date Type of election Electorate Turnout Inte_rnet
voting
1992 Sept 20  National 689 319 67.8 No
1993 Oct 17 Local 880 296 52.6 No
1995 Mar 5 National 790 392 69.1 No
1996 Oct 20 Local 879 034 525 No
1999 Mar 7 National 857 270 57.4 No
1999 Oct 17 Local 1 052 404 49.8 No
2002 Oct 20 Local 1021 439 525 No

15 Average size of the electorate over all 17 electiof2i594
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2003 Mar 2 National 859 714 58.0 No
2004 Jun 13 European 873 809 27.0 No
2005 Oct 16 Local 1059292 47.0 Yes
2007 Mar 4 National 897243 61.9 Yes
2009 June7 European 909628 43.9 Yes
2009 Oct 18 Local 1094317 60.6 Yes
2011 Mar 6 National 913346 63.5 Yes
2013 Oct 20 Local 1086935 58.0 Yes
2014 May 25  European 902873 36.5 Yes
2015 Mar 1 National 899793 64.2 Yes

The process of internet votilagd basic technical setup

In order to vote online, people are required to use their digital identification card and
the computer connected to the internet equipped with the smart card reader. Next, they
need to download a voting application which is a standalone program for Bs¢onia
voting. Using their IBcard and the PIN1 the user has to first iderdyselfwith the
systemafter which the system checké#hether the voter is eligible to vote in these
elections If affirmative, e-voting systemdisplaysthe list of candidates inv ot er 6 s
district (Figurel2: A).

Voters can then browse the list of candidates and decide for whom to vétedater

to cast an&ote,the voter will choose a candidate and after providing Rig®ote is
electronically castWhen inserted correctlyhe electronic vote is sent to the server and
will be counted at an appropriate time as prescribed by the procedures of online voting
(Figure12: B).16

16 Refer tohttp://vvk.ee/public/dok/Evoting_concept_security_analysis_and_measures_2010.pdf
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Figurel2. Screenshots of Estonian internet voting system. Side A: the list of candidates
displayed to the user after checking the eligibility using the authentication part of the
digital ID (pin 1). Side B: confirming the vote choice by using the transactional part of
the digital ID (pin 2).

The technical setugf the system of internet votingderived from the traditional ways
to vote outside the pol litheppstativiotsdinrpos@alt of t h
voting, a tweenvelope system is used to cast a vote. The inner envelope contains a

ballotwithv ot er 6s vote choi ce, but has no ident.i
contai ns voter 6s identificati on i nf or mati
information on the outer envelope is wused

confirmed,the inner envelopwill be separated from the outer envelope and put into
the ballot box for counting.

The system of internet voting in Estonia works in a similar fashion. The downloaded e

voting application encrypts the vote (PIN1). The encrypted votdeaegarded as the

vote contained in the inner, anonymous envelope. After that the voter gives a digital
signature to confirm his or her choice (PI
data or outeenvelope isadded to the encrypted vote. Beftre ascertaining of voting

results in the evening of the Election Day, the encrypted votes and the digital signatures

(i.e. the data identifying the voter) are separated. Then anonyavotss| are opened

and counted. The system opens the votes onlyelf #re not connected to personal

datal’ Figure 13 displays the conceptual twenvelope system of internet voting

graphically.

17 Source and more information available at: http://vvk.ee/vetireghodsin-estonia/
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Figure13. Thetwo-envelope concept behind Estonian internet voting sy$tem

Secrecy of the vote and vote verification

An often-debatedssue in terms of internet voting is the question on how to ensure vote
secrecy in an unsupervised environments. Because internet voting does notheisure
voters cast their votes alone, the validity of internet voting must be demonsmated
other grounds$? To ensure that the voter is expressing their true will, they are allowed
to change their electronic vote by votirggpeatedlyelectronically during advance polls

or by voting at the polling station during advance pdliEhis mechanisnensures that

the vote buyer or coercer will not know for sure which ballot will be eventually counted
rendering vote buying or coercing meaningless.

Following concerns on secrecy and security, Estonian Electoral Committee has
established a set of princigléo which internet voting must adhere to. These principle
comprise of the following?*

1 Time framework of I-voting: I-votes may be given during 7 days, from the
10thday until the 4th day before the Election Day.

1 Possibility to recast Fvote: during the-voting period a voter can recast his/her
I-vote in which case the last/bte counts.

1 Precedence of the ballot paper votingf a voter who has alreadybted goes
to the polling place during advance polls and casts his/her vote by using paper
ballot, then the dvote is cancelled. After that, the voter cannot recast his or her
vote electronically or by using a paper ballot. On the Election Day-viogel
cannot be changed

8 More detailed overview can be obtained from: http://vvk.ee/public/dok/General_Destripti
Voting_2010.pdf

9 https://www.ndi.org/evoting-guide/internetoting

20 Source and more information available at: http://vvk.ee/vetireghodsin-estonia/

21 Retrieved from: http://vvk.ee/votingethodsin-estonia/
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1 Similarity of | -voting to regular voting: I-voting adheres to the election acts,
general election principles and customs. Thus, it is uniform and secret, only
eligible voters may vote, every person may cast only one vote, it should be
impossible for voters to prove the way they voted. The collecting of votes is
secure, reliable and véeble.

1 An I-voter shall vote himselffherself Usi ng another per sono
mobile-ID) for voting and transfer of the card's PIN codes to another person is
prohibited. In order to avoid security risks, only a trusted computer should be
used, eitherwned by the voter or a person the voter can trust.

The most recent and technologically advanced response to security concerns is vote
verification. Piloted during local elections of 2013 and made compulsory from 2014
European elections onward, vote veadfion enables Estonianweters to verify
whether their vote was cast as intended. Effectively, vote verification makes it possible
to detect whether the computer is infected with malware that changewvadbe dr

blocks the dvoting.

The process of vote verification involves the usage of a smart device (a smartphone or
a tablet) equipped with a camera and Internet connection. After the voting process in
the voting application a QRBode is displayed in the voting application and using a
smartphone with a QRode reader a vote verification app allows the voter to verify
their vote. About4% of all evoters used vote verification in the laSturopean
Parliament elections i2014.

Usage of evoting in Estoniaand impact on turnout

The sprad of internet voting in Estonia follows a typical pattern of technology
diffusion by which early periods of new innovations attract few enthusiasts, but as time
passes, more and more users will opt for the temlkinology becoming eventually
widely spreadacross the population.

Similarly to technology diffusion the growth of internet voters hast been
instantaneousnsteadhe share oé-voters in the first @nabled electicswasverylow

- only less than 2 percent of all votes were cast online. That is, evémos®was cast
over the internetHowever, this number hascreased by about 4.3 percentage points
with each succeeding electioreaching a all time high in 2014 where every thirdcevot
is cast onlindrefer tothe linear regression coefficient in Figur4.
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Figurel4. The share of-goters out of all voteyr

There are two important policy implications to be highlighted on the experience of
Estonian internet votingFirst, unlike thepractice and theory of technological
innovations would prescribe, the growth of internet voting does not seem to follow an
exponential, but a linear growtRecall that in terms of the growth in digii@ and X

Road queries, the growth turned exponeraftdr slow pace in the beginning. Internet
voting seems to be distinctive in this seasd therefore more rapid in its early stages

However this pattern of diffusiomntroducesa secondoolicy implication. The growth

of evoters in spite of its rapidiss as compared to other technologimabvationsstill

requires sufficientime before itstarts to spread and appé¢althe massedn other

words, due to itslow takeoff pacein the beginninggovernmentsadopting evoting
practicesshould not decidemmediately after first few internet voting trials on whether

or not continue to offer internet votingvhether it appeals to a homogenous
subpopulation of technology enthusiasts or does it attract also voters that are less savvy
with computersResearch lmashownthat at least three elections with internet voting

are required before the new voting technology starts to diffuse among the electorate
and engage voters of heterogeneous backgrounds

Impact on turnout

When first pilots of internet voting where conducted in early 2000s, the implicit hope
was that the modernization of voting technologies would counter the declining levels
of voter turnoutln Estonia that argument has never been at the forefront oflitiegbo

agenda in introducing-eoting. Rather, it was seen as an additional means to increase
the convenience by which citizens can participate in political life and therefore
constituted an extension of an already started motion in developing a medern e



governance. Indeed, in many ways participation in election over the internet manifests
itself as an ultimate form of digital governance.

Still, it merits to investigate the turnout patterns in Estonian elections before and after
the introduction ointernet voting in 2005 in order to assess whether the turnout has
changed or noBecause elections at different levels vary in terms of their salience and
thus, turnout, we separate the turnout rates for the national, local and European elections
and diglay their over time trends in Figui®. Notice the reference line drawn to 2005
which was the first, when internet voting was introduced in Estonia.
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Figurel5. Turnout levels in Estonia, before and after the introduction of
internet voting.

With regect to national elections the general trend until 2005 is a declining one. It has
been often argued that the first formative elections since the restoration of independence
wereunusually highdue to the high sense of political efficaaxyiong the citizens and
therefore the decline afterwards has been expectable. Yet, from the 2007 national
elections, i.e., the first elections with an option of online voting, the turnout has
incrementally, but steadily increased.

The same holds true fdne local election with even more pronounced pattern. Unlike
the national elections, the turnout in local elections was almost constant up until 2002
hovering at around 52%ince 2005, however, the turnout level has jumped up about
10 percentage points.

Regarding the European Parliament elections we refrain from making any inferences.

Primarily because we only have data on three elections and EP elections are clearly
secondorder in terms of saliency to electorates in Europe.
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Taking these findings togethee can clearly say that the turnout levels have improved
after the introduction of -goting in Estonia. However, we warrant caution in
interpreting these findings in causal terms. It is not clear whether the modernization of
voting technologies or some ethrelevant event or societal process has improved the
levels of turnout.

Behavioral impact on internet voting and diffusion patterns

Following the elections in Estonia and using eight jedsttions studies conducted
after each enabled elections ovdré span of 10 years, academic research has reported
three main behavioral outcomes that are strongly associated with internet voting and
bear relevance from poliepaking perspectivessummarizing these empirical findings

in one sentence would yield thelting:

Internet voting in Estonia badiffused among the electorate because it
considerably saves time and because people who start voting online rarely
switch back to conventional voting.

Let us consider the diffusion ofwting at first. Diffusion isa process by which people
from different sociedemographic backgrounds (but also with varying attitudinal and
behavioral profiles) adopt to new voting technology and at some peotees become

very similar in terms of their background characteristicsthose who vote by
conventional means. In other words, diffusion of internet voting has taken place when
the odds of @oting are the same for the young and the old, for thditBx@te and the

less computer savvy people and so on. That this is indeedgbéas been partly shown

in Figure 14, but more thoroughly by Vassil et al, 201An important policy
implication, however, is that diffusion is not immediate, but requires at tlegest
elections, after which greater heterogeneity amewgtersstarts to appean herefore,
e-voting should not be considered as a barrier to political participation excluding voters
with certain characteristics form the political decision making. Quite contrary, in the
long run internet voting has the capacity tawlge convetional societal divisios and
bringthe less resourceful closer to the politics

The mechanism that induces the diffusion of internet voting has two founding elements.
First, because-eoting is convenient and less time consuming than convexttmm

paper voting, people who are required to spend considerable amount of time for visiting
the ballot stations are likely to prefer internet voting. Prior research has shown that the
threshold is measured by the time that is required for voting. licyplart if voting

takes more than 30 minutes in total (including going to the ballot station and returning
home afterwards) the probability to switch to online voting increases dramatically.
Thus, internet voting helps rational people to reduce the aisarthrequired to partake

in elections.

The second mechanism that helps internet voting to diffuse among the population is its
60stickinessd. Solvak and Vassil (2014)
traditional onpapers voters are very ukdly to ever go back to paper voting. More
precisely, 85% oé-voters voted online also in the previous election. At the same time
only 69% of orpaper voters remained quaper voters. These suggest that internet
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voting i s consi de usadbitfygrmingdacilgating Burtherdiffugiah and t
in the future.

5. Summary and recommendations for policy

Estonian egovernance is an intertwined ecosystem of institutional, legal and
technological frameworks that jointly facilitate an independent and deateeatf
application developmenby public and private institutions teplace conventional
public services with digital onel this report we explored ifsundational components

as well as fiscal and behavioral consequences. Our final task is to sumtinarkes
components of Estoniangovernance systermnd providea set ofrecommendations

for best practices

First, the most crucial components of Estongegovernance are digital identification

of citizens, a digital data exchange layer and ultimately, a layer of applications
developed by different public and private institutions. FiglBsummarizes the role

and function of each of the components thatncs t i t ut e Est oni ads ec
government.

—{ Components of Estonia’s e-governance ecosystem J—

National identification system
Unique identifier for all residents
Digital Population Register
Legislative framework
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independently by state institutions
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social welfare services, etc.

visualization, monitoring

Figurel6. E s t @overmaidce ecasystem

As argued in the first part of the report thestcritical component o& functional e
governance system is the digital ideication of citizens and residentslowever,

digital authenticationn itself requires several institutional, legal as well as societal
conditions. First, an institutional setup needs to address the issues of national
identification system where a single numeric identifier is used fagritiee population
(instead of many based on various services). Second, personal data shouldilxe store

a electronic data repository, by design similar to the Estonian Population Register. And
finally, a normative environment should explicitly regulate gprocess by which
institutions, individuals and companies can request and receive access to information
stored in government databases.
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The second functional component is the unifiegeletralized data exchange layer that

ensures standardized mechanisimis data gathering, structuring and storaged

subsequent application developmeloreover, an effective -government would

profit from a middleware system that would minimize, similarly to EstoniaiR&ad,

repetitive data collection, interconnectednesof st at eds data-bases an
consuming processing of paper documents, data entry and verification.

Finally, when the digital identification and the data exchange layer are provided by the
state, different institutions should be given an opportunity to develop their own
extension of their services into the digital realm. Furthermore, if developed the
ecasystem of eventual services will facilitate the growth in usage numbers. The latter
will require a substantial amount of time, abou? %ears in Estonian case. By
implication it, countries should therefore not decide immediately after making first
stepsm egovernance about its efficiency and imp#&d.Estonian evidence shows it is
only after first few years of intensive work that the growth in usage, efficiency and
impact will surface.
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